
Senior Information Protection Analyst 
  
Job Code : 6854 
Division : 15 - Auto Club of Southern California - Information Systems 
Location : Costa Mesa CA US 92626 Job Type : Full T ime Career Level : 
Experienced (Non-Manager) Education : Bachelor's De gree  
  
 
Job Description :  
 
The Road to Success Starts Here! 
 
The Automobile Club of Southern California is seeki ng career-minded 
individuals for our Senior Information Protection A nalyst opportunity 
in Costa Mesa, CA. This position will develop, impl ement, and 
administer plans, policies, technologies, and servi ces to ensure the 
security of the organization's information resource s. Conduct research 
and analysis to assess areas of risk. Participate i n review, 
development and maintenance of security policies an d resource 
classification schemes. Participates in and may lea d enterprise 
projects involving security controls or technologie s. Recommend 
controls and monitor the effectiveness of the contr ols after 
implementation. Update security plans resulting fro m application 
changes or hardware, software, or network modificat ions. Recommend and 
obtain approval for security standards or software and the assignment 
of levels of controls. Work with clients (IS and Bu siness Users) to 
define and assist in implementing appropriate data security controls 
for centralized/distributed/Internet applications t o satisfy business 
requirements. Test newly implemented security contr ols and procedures 
as implemented within the Club's computing environm ent. Consult with IT 
staff to evaluate, select, install and configure ha rdware and software 
systems that provide appropriate security functiona lity. Provide 
consulting to applications developers on security r elated requirements 
for new applications and revisions to existing appl ications that may 
impact the overall security requirements of the Clu b. Proactively 
protect the integrity, confidentiality and availabi lity of networked 
resources by: 
 

1.  Playing key role on incident response team 
 

2.  Monitoring key systems, IDS, IPS, logs, etc. to ide ntify security 
events 

 
3.  Responding in a timely manner to a loss or misuse o f resources 

 
4.  Participating in investigations of suspected securi ty misuse 

 
5.  Communicating unresolved security exposures, misuse  or 

noncompliance situations to management. 
 
Job Requirements:  
 
This is a hands-on position. Successful candidates have the following 
qualifications: 
 



-  Demonstrable experience in multiple security domain s (Access 
control, identity management, security operations, policy, 
compliance, intrusion detection, etc.) 

-  Experience with security infrastructure implementat ions and 
design, including external and internal firewalls, remote access, 
extranets, anti-virus and vulnerability assessments .  

-  Experience conducting security risk assessments.  
-  In-depth experience with Active Directory and Windo ws (desktop 

and server) security.  
-  Proficient in TCP/IP and networking.  
-  Experience with identity and access management tech nologies, 

systems, and techniques.  
-  Experience writing security policies, standards, pr ocedures and 

guidelines.  
-  Experience developing security configurations for s ervers, 

network devices and Web applications.  
-  Experience with wireless security.  
-  Seven or more years of direct security experience a nd CISSP 

certification is preferred.  
-  Other certifications such as GIAC, MCSE, etc. are d esirable.  
-  Bachelor's degree. 

 
To apply online, please visit:   
 
https://autoclub.tms.hrdepartment.com/cgi-
bin/a/highlightjob.cgi?jobid=6854&lcid=en-US  
 
 
 

 


