
Intrusion Detection System Specialist 
Edwards AFB, CA 
 

DATE: July 3, 2008 
POSITION TITLE: Intrusion Detection System Specialist  
JOB REQUISITION NO: FY2008-604  
BUSINESS UNIT: RFESS Contract 
WORK LOCATION: Edwards AFB, CA 
SECURITY CLEARANCE REQUIRED: Yes 
TRAVEL REQUIRED: Occasional  
RELOCATION ASSISTANCE: No 

 
 
PRIMARY RESPONSIBILITIES: 
Perform security event monitoring and correlation to detect and respond to IT Security incidents. 
Implement standard procedures for incident response interfacing with IT Security Manager. Research and 
document threats and their behavior to include monitoring external CSIRTS/CERTs. Recommend threat 
mitigation strategies. 
Monitor network intrusion sensors, alarms, TCP/IP traffic analysis and IDS (Intrusion Detection System) 
devices. Determine if a suspicious network security event requires reaction and escalation. Perform 
routine reporting of events overtime, to include trend analysis. Determine the level of compromise, 
coordinate response with responsible organizations and take corrective action for every intrusion.  
Assess intrusion risks for systems and networks. The assessments shall include, but are not limited to: 
risk analysis, solutions to risk factors, log analysis, and mitigation strategies. Maintain and operate 
Intrusion Detection System (IDS) to include process, technical, administrative, and configuration 
management. 
Perform other related duties as required. 
 
KNOWLEDGE, SKILLS AND ABILITIES: 
In-depth knowledge of: Network packet analysis and anomaly diction; must be proficient in analyzing 
TCP/IP protocol data for the major TCP/UDP protocols: HTTP, SMTP, FTP, SNMP and DNS; network 
security; IP networking and its supporting protocols. Knowledge of common tools used in security 
(NESSUS, Foundstone, nmap, tcpdump, etc). Knowledge of historical and current computer security 
threats, and how they impact confidentiality, integrity and availability. Must have a working knowledge of 
networks, routers, firewalls, log management and DMZ’s. Familiarity with IDS signatures, and IP service 
ports. Must have hands-on LINIX/UNIX administration experience. Must be familiar with basic shell 
scripting; PERL and shell scripting experiences are a plus. Should be well versed in monitoring Intrusion 
Detection Systems, threat analysis and actions needed to suppress threats.  
Ability to: Perform work in an ISO compliant/certified environment. 
Skills: Demonstrated analytic capability to work with IDS and data correlation tools to detect and respond 
to network events is critical. 
 
EDUCATION AND EXPERIENCE: 
Bachelors Degree in Computer Science, Engineering, Information Systems, Computer Security, or a 
related field. In lieu of a Bachelor’s degree, equivalent experience may be substituted. At least 4 years of 
work-related experience in a network security or IT Security position. 1+ years of experience with Open 
Source technologies, specifically in intrusion detection and monitoring systems like Snort, tcpdump, Full 
Packet Capture. Must have prior experiences with sniffer and fingerprinting technologies like Nmap, 
Snort, Tcpdump, ethereal, xprobe2, etc. Basic knowledge of computer forensic analysis and forensic tools 
available in the market. TCT or Forensics toolkit experience is a plus. Proven ability to learn and 
understand various government agency policies. Team oriented and pays meticulous attention to detail. 
 
Applicants selected may be subject to a security investigation and must meet eligibility 
requirements for access to classified information. Arcata Associates, Inc. is an equal opportunity 
employer and supports a drug free environment. 
 
Arcata Associates Career Site 
http://www.arcataassoc.com/careers-positions.html 
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